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dhTe hIATS hY ST !

3{TY<h! Teh 0T sHT AIdT &1 31T I8 2Wd & 3R I8 3TUch geh? T 37T Udh 3R 38 g, Sl shgdT &:

&t @cyberdetective101,

3MTURT Thi- gAR 807 & € ofk gAR ury 3mmuchY geft thic), Tueh, iR ST &1 afe sy 3t I1d
Joh =g @i | $10,000 VST STATd 8l &d 8, df 81 3TUeh! afhitd STFehR! 3R Id A & dudh
EEkal

3MTuch e §ah 81 U & 3R 31d 37TUch UgaTH hi Uders! ol fABR I+ o STifEH gl

Uot 12 R SIT9|
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https://www.blank.org/

TR 4: fAseRtt (10-15 A=<) (

Gquf gt & SR M0 it JRT T I MR W ATUh! 3Feh! TgaR gHell gRT &eh fovar w11
Hehd 8

U #1: FESIR yrgas (5-8 <)
gfe fohd) g 7 3MUeh |Td & AT o o €, af SYT 9a8 G9Ifad ShRUT Ueh hisiR/SRf&d araas &1 urddas
AT TG Teh 98 QT S H G&TH g1 9 Ul $© TR SHTaIhdT] gl Aehdll 6 | o Ufdsie & A &:

e HH T HH 6-8 guf

o JRhY 3R AYRFBY I&RT ol Ao

o U Y FH Uch AT &l IUINT

e A T HA Uk AV guf

el Bl MY FATH HTIIRTSAT hl GRT eh dTelT UTHES 71 o, [ohdT enx ohl I8 THSH | ATH H© Jehsl F dAes Teh
&7 qon 1 THg & ! SIfeRiRT @It i g AT 8l oh folg 9ga TR SR TXAT &1 T§ Joil dhed o forg i
e mar =1é 3 foh uTgas Y 3much 3iiFaTE @WIal i 3Rf&IAT ht wTfad T ehd &1

TIME IT TAKES FOR A HACKER
TO CRACK YOUR PASSWORD

Numbers, Upper Numbers, Upper
and Lowercase  and Lowercase
Letters Letters, Symbols

Number of Numbers Lowercase Upper and
Characters Only Letters Lowercase Letters

4 Instantly Instantly Instantly Instantly Instantly

[ 6 instantly | Instantly | instantly | 1sec | 5secs |
L7 ey | oy | 25ses | imn | smins |
D8 o iy [ Dhsses | _72mins | Thow | shous |
[ 9 instantly | | _19hours [ 3days | Sweeks |
10 Instantly . mm |m
_ 1day | S5years |

NI T
12 25k | Bweeks |
13 amins 100k yaprs, | 2myeors |
14 aimin |
[ 15 chous
2 yeors | 93m years |

17
18 100 tn years 7qd years

Cybersecurity that’s approachable.

Find out more at hivesystems.io

aeiiR Fia: Wee
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https://www.reddit.com/r/dataisbeautiful/comments/ifral7/oc_time_it_takes_to_crack_a_password_updated/?ref=share&ref_source=embed&utm_content=media&utm_medium=post_embed&utm_name=92b0367ed92b429997f091cee0ba0da4&utm_source=embedly&utm_term=ifral7

TROT 4: fAsepd (ST9Y)

UrEael o aR H 7eft-3rodft St i 39 W & A | Uk U fadid 3R I8 dEn & forg g wa e o R e
RIS UrgaS s Thd 8!

0 f=fafad oeast #t 1-5 a6 36 W, STET 1 &1 Adad G99 sifde JRAq 3k 5 o1 7aed 999 7
& uraas 81 vras] &1 3% @ H 919l Haq ae & 1Y, 557 Fe FierH AMAT 35 & Juit &1 &ar
3R guf & fa=ar/

a

a

a

Udeh Urads o forw quif hY T siiR qut i fagdar s R
UTHaEl &t 1-5 dh b B
$9 dGH1SE hT IUANT hch U IR SiTd R Uedeh fAched €18 he | 7T IhTT hl JeT e

o forq 3ifaT shicTd, §hR i cheh o & T ATl 90T, R

&R & ZRT @l |
uTHas g A v auf @ arad A e k)1 @R 3T TR AT E? o7 derarse et
87 GEgIG? gdieh? 8 @1 grgas @ier 7 fa-r
GHY T2
JETERT GrIas kus@}:'S 8 IR &R, TAl, GEITG 482
hcVESx
VWESpP3Tt
Sg3Jpezyhv
qRag |
jG/8ab{s
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https://www.security.org/how-secure-is-my-password/
https://www.security.org/how-secure-is-my-password/
https://www.security.org/how-secure-is-my-password/
https://www.security.org/how-secure-is-my-password/
https://www.security.org/how-secure-is-my-password/

3

]

LS53

-

TR 4: frsepef (STTY)

3T e & & urdas 99 # 2 e ag ok 3% A1 QY 715 st A ford | stk uraaet ol @l |
SRl ht HH G FHF 1 g AT TRT|

et =RoM & grgad fhas GRiQT 4 g S & g 59 derarse deh Afeite &

0
AT 31Y 31U YROUMHT WR <fehd §T? 31U Gt Wil ehl GRI&T e oh folg Tl o feanfdar ik

i@ eg my B

&% @rdl & AT 6 urEag o1 W IuThT Aa R $© daurEe gl ¥ ifde gRf&a gt 8, iR
gl hig gk Ueh WTd | UART UT AT g, df 31U gl dATadt fob 39 oIy 31Much 1= @ral & Udsr dheAT
3T 8l S| 31TUch Tof} Urgas oht TTE RGT i 8 GehdT 8, STfeIY 89 BitWarden, KeePassXC, aT
LastPass SI¥ Urqas 4o &l SUANT & I GTd &d g

3= qrHaE hl o oft e ATSSR & A9 Gestl g2 IR 59 3y fohd) dedrge & SifegT @ 39 hd
&, SITUehT SIS ATUeh! T foh oRIT 3T S7UAT UTHdS ool digd &l ¥t 81 &1 aa+ &! o &t
3{TUhT UTHAS ahl TS WG hid gl, ATSoR H UTHds ol Ggolt & gahel o felg 3TUch! SR J Jaer
AT ST g ST g1 31U+ UfieT Uras ol a1g 3@= § 3MTUeh! Heg e o foly urgas A9 bl IUAHT
Cardl

39 Uras # fafaey uehR o urad &1 IUANT 3| A €U G, UTHas ol fAfaYy TR & eTuRe,
ArSRhY 37eR, Trstl, Sk fa=iw gult a1 IUTNT AT AT 3R I6 hH d A 11 31&RT & g1 A4
3kl Y QM&a] oY, “grgas”, !, e arkal (S s fafdad), ar “1117 a7 “1234” St
T3} hT IUGNT e I I AU

2-thaeR SiTdfeher (2FA) €€ 310 &3 3707 @ral dt 3R JRISd &eat & fog 2FA I sifT o <t
3TYhI 3704 WTdl # ureds R fhelt wRigHe f3a1sd, $9, a1 gRem Ul & A1eH & AT h gRT @l
g & & g AR et 81 I8 StfaR<h =RoT 3ueh @rdl ol GRf&d et # aga Iuaf §1 39 & i
TR 3@ foh fafdy g & @rdl & forg 2FA &t & oifF &R O %, eiwi, g, T, 3R
efaez fAa 81

3= TS hl TR deet | 37U UTHds oht 82 i Helq H Sga-T 3! 3ed gl
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https://www.security.org/how-secure-is-my-password/
https://www.security.org/how-secure-is-my-password/
https://www.security.org/how-secure-is-my-password/
https://bitwarden.com/
https://keepassxc.org/
https://www.lastpass.com/
https://www.pcmag.com/how-to/two-factor-authentication-who-has-it-and-how-to-set-it-up
https://www.instagram.com/
https://www.amazon.com/
https://www.facebook.com/
https://www.google.com/
https://www.twitter.com/

TROT 4: fAseht (STY)

gwet #2: fonfaiT (5-8 MAme)

fOsfalTT SRR Qe ST, deRe T, T UIY-370 T giaT g St fehdt fereand & @ 3w uedild
BidT & 3R TAhTaHT & ek feieh WR feRteh et a1 ddeftel STHeRRT UaH & & fag g 81 3
et forelt do, fayfemer & FERaey, afYa sifaersT @Gl onfe @ udid gt gad &1 3 ol
SRR TIhIST ehl STERI&IT dHTSE TR A SIId § STg1 gHelleR 3MUch thgeR # Uas U # 3R
3= gufg=mguf wfafafd St @+ & dem gt gond 8|

hefl-epet JeTESe GioweaTd A18e oht QIgeId! & SR STd 311U 3ch! W18 H @I 84 Shid & df STUeh! SIHRRT 1T oiell & |

BHIY g | SATU ehls TAT AR AT 81 Tehd & STl Ukl chis gfa-Tguf $0a el oft1 g fafre Sier amm=
fORfRITT SHeT & 37T & SR S1fdes Tw fAder ok STHRT 9 <k &1 39 el ot fFaar fthf2inr sgd € rilfeh 39
gH ont fafere fdart o 91 Ueh Srehet Ut<hT ot fafre &0 @ A1 mam o1 S8 H foieh ol foRieh e R, R
HATeTdaR, T g9TaATgul TIteddR o HUch # T 7T ST h@ R ohl HehfHd el g

gl fORfATT AT T Teh IETERVT U B:

R Fik:

Someone tried to log in to your Instagram account.

If this wasn't you, please use the following code to
confirm your identity.Please sign in:

382951

T fafde $he wRiIGwE g GepdT € ifeh Al T8t & 3R 3R ol Wisd ST & 30 TORI @ Ad Qa1 &1 2-
ThereR STATEcha (2FA) TT 31T Thed THY 3100k GRT HhldTgddh AT et ¥ Ugel 3HTUh hig i Teh ST
SH H IS ST A1f8Q | 3yt Sifas arerr & offar @ref! AT a1 3191g ot & TerdT 81 & 9igd a1 B¢ «ifeh
faeqa dchdeh ¢ foh a8 S0 et &

O 5-10 e TR 39 daarse WR bR $7e & e Iarexon i aeter o ofk 3F 3k @ oy 01 g
foraRoTt &Y ugaT= R Gohd & foh ag ek fOhiRiT goetr 81
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https://www.csoonline.com/article/3334617/what-is-spear-phishing-why-targeted-email-attacks-are-so-difficult-to-stop.html
https://www.forcepoint.com/cyber-edu/malware:~:text=Malware%20is%20the%20collective%20name,unauthorized%20access%20to%20a%20network.
https://us.norton.com/internetsecurity-online-scams-phishing-email-examples.html
https://us.norton.com/internetsecurity-online-scams-phishing-email-examples.html
https://www.ftc.gov/news-events/media-resources/identity-theft-and-data-security/phishing-scams

TR 4: frsepef (STTY)

I@ fORfRiTT SR onl U= i 8 GondT &1 T8 RuiRa & & o foh a1 ohis S8« aierer & a1 =78,
H ggl go feanfader fag mg

-  arehrur-Haeft/ad Fi Ffear: wm Gy F creur-gedt Ffear 82 R o Ul hl ad- TAd & a1 AT
I & goch! TY TTetd) 872

>  dm/aeR fi it T IR Ted €2 a1 G9a ¢ foh dud sFTfdeRtRer AT 1 IUANT R @7 82 Rl
RSTeg™, a1 IR &l [Tt @RI & (R I9H el U 8)?

- URL Ffeadr: &1 i3 foier o/ faya-ta daamse & 3rei 82 e URL, .com &l SS9 .org | JATW gl
T8l

vu
v
v

gfg amua forelt fORfiT $A@ Y uga &l 8, 81 T® har g [Sig ISR 3T Ge - dwifad
gHTaTYUl gHell & GRI&T o Hehd 8 ==

> fh oft ol W foRres #a 6?1 iR St O fofenl R foeTen o Iehd € STt STTUSh shgexl | ATeTady
SIS ohd 8| A | HASlG fohd! Y fofer IR @+ faetah Ad e

> Ao &t Rulé &R o5 ame & sy fohdt AT SRR d A9 ded1se ol Tag &A1 d1igy SiR
hU=T ot TfeTer SH ohl AT ¢ difch I STU-T TS bl YRIET & | SATUhT A i RUIE thevd ¢3
I i oY fte.gov/complaint TR 2t =nfaTl

> Yl FiE A Td SRR A9 UeT_ & | iR SAT o1 Ie=a vathrel ¥ SifaR<h SR Tehd Thich
3 Oedl i 1l RIS T &1 s ATHe H g & U 31Uch SHA oh ATl 3R PIg AR
ol gidt 8l

- 3T UTHAE d&at | gHc o 916, 370+ @Tdl ! RIS e o folg 310+ Urias dgeT Ueh et alkurdt 81
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https://www.ftccomplaintassistant.gov/
https://www.ftccomplaintassistant.gov/
https://www.ftccomplaintassistant.gov/

TROT 5: 39 AHTTATSA Feftie ol JRIGT AT
(5-10 fA=re)

3 STafch STUA T 3T TSR Hcl i BIET T Feleh & off ¢, 3T T &2

-

gRfa & fh smudh arad afhanelt ok QRIAE &1 o= urgael R 9ok WA & g BitWarden,
KeePassXC, IT LastPass S8 Urgas Aok ahT SUANT e 3R I8 hH O i g2 3 A4 H dcd |

TEIIRY/ATAAUR AT9eddR SISAIS Tl 81 TohdT ¢ foh 3MTUh e IR Ugdl & HITdR & 3R 3Taeht
gdl "8l 8! §9R gRT Y Y $© A:eh USamRa/Arear dfuedsk # Kaspersky, Avast,
Malwarebytes &1 gfRfAd & foh a8 diteddR Wanfeld U & Iot difeh 3T ATAGR & folg 3107 hgeR
Y 3TRIR ST ahvd 3@ ahl

Tdan e srude ghan sAaiE &1 fdeer 3R Twer St hufaarl gasm gRfgd o & ifrr
it LBl & foh MU GRT Ugh heR RI&T 2@ | STafch 3TUeh heR i USE i H THA T Hehel
¢, 98 Togd g Hifch 3 IUSC A AR ATUh! SFhRI ol TR Hext & g Faromae Ium
AT gid &1

aafehitd SRR woft 13 Ja 1 AT STHRRY I1ST hed 99T 3TUh! rauT ka1 =iy,
fSrad ST A, ST, I, BiF HeR onfe fAe g GohdT g1 I8 STHRI Sifdeh T8l ol dahd! 8,
AfhT fohelt 8anx ot 30 STHGRT T Tt Ao ¥ SMUch qrTfSie TRefm Hex sidt 31fde Hagasfd
STHHRI U # Aeg d gehd! 8l

T3t ot fafdra &R Safeh g @il ot fAf9= Grger GRam @azl &1 udl 81 HendT 8, Afenier aiT 3=
R Dl GRI&T el & iy Igd U1t AU aRad 61 AISeR GR&Tl & Aed 3R el ok @rdl &t
HY GRIAT a1 A1fEY 39k IR H MUhI STHGRRT eht 3104 T 3R uRaR & a1 9rgim &l
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https://bitwarden.com/
https://keepassxc.org/
https://www.lastpass.com/
https://usa.kaspersky.com/free-antivirus
https://www.avast.com/en-us/free-antivirus-download
https://www.malwarebytes.com/mwb-download/

TRT 6: faearR (5-30 A=)

QaRTE2 1: 2020 T H1EaR TR a2 (5-10 fAe)

STel 84 39 IR H Hiad 3 foh Sexe fohd avg & It g1 d @l ont SEdT 8, a9 39 &1d WR Ueh Ao STel foh 2020
H g 59 SRIAT &1 19 hd 35T T &1 39 Y faferd gedl & IR & CSO o Ig @ ue! a1y &t &a ¢ fon ag
g AT 2020 H SHfAH IR TR g1 o7 3R IHeh a1G 3ichs §&cl ¢ gl Hehd 5!

Qe 2: SR geh <hY ehgi=T (5-10 faFe)

B9 Qeh dfdeh AT oh YR R 39 i # srgrt fordl| 3y Ieh! et shgHt i T8l <@ Tehd 1 g9
¥, ug uRfEfq g Aierer Hifgar w9t tr 31eRR IU= gidl &t 81 3117 39 Forbes &@ # +ft Uer 0F &1 aq9a &
IR § UG 9ahd &

TIERM 3: 319 TSR gHell & aR | 31fdes ST+ (10-30 fA+e)
g At & 809 & UhR o TISeR gHI, hASIR grgas| 3R iR gaeti ht Tt il «m Sfik chuf=ai ot
AT A dTel 31T FTZeR gHell oh IR H 31fdeh ST o oy T8l o d€re= uedd &

- CDSE & Scenario Based Student Guide
=> Cybersecurity 101: Infocyte <rT Intro to the Top 10 Common Types of Cyber Security Attacks

TRUT 7: 3199 Girls Who Code at Home GiRIISIAT ahl ITST 63!
(5 fA=1e)

BH MU hIH hl ST UHE Sl 3R §H ST 8 foh gar +ff U1 ohddl | A1 STg& uamoras
& ST 9 B, 39 e &9, 3R gen Atht ! B

370 hict a fopedt oft Tierer Hifgar Trge W suedts &1 @girlswhocode #codefromhome
T &I AT A7 e, 3R 81 TerdT & foh &7 SiTuehl g9R @1 & vafRia o &t

3iR Girls Who Code at Home ufRaisreit & fag s+t 32!

&%\/@% /J'l'
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https://www.csoonline.com/article/3153707/top-cybersecurity-facts-figures-and-statistics.html
https://creators.ie/article/comment-on-my-instagram-hacker-story-how-to-prevent-it-happening-to-you-by-anonymous
https://www.forbes.com/sites/zakdoffman/2020/09/24/how-this-one-malicious-photo-could-hack-your-instagram-account/#20ee88913378
https://www.cdse.edu/documents/student-guides/CS130-guide.pdf
https://www.cdse.edu/documents/student-guides/CS130-guide.pdf
https://www.cdse.edu/documents/student-guides/CS130-guide.pdf
https://www.cdse.edu/documents/student-guides/CS130-guide.pdf
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https://www.cdse.edu/documents/student-guides/CS130-guide.pdf
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